Adding Wireless Networks (BucsWifi)

Windows:

1. Go to Network and Sharing Center -> On the left click on Manage Wireless
Networks:

@U";': » Control Panel » All Control Panel ltems » Network and Sharing Center

Control Panel Home . . . . .
Gt View your basic network information and set up connections

Manage wireless networks @ ﬂbk\‘ ® &b See full map

Change adapter settings

L_USR-PC Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network

You are currently not connected to any networks,

Change your networking settings

ﬂz. Set up a new connection or network
-

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

'fs. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

*& Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

il

Diagnose and repair network problems, or get troubleshooting information.

2.
3. Click on the Add Button and Click on Manually Create a Network Profile:

@thﬂm » Controi Panel » Networkand Intemet » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Network and Sharing Center

Networks you can view, modify, and reorder (1)

= TRAINING1 Security: WPA2-Personal
A
-

) 1!l Manually connect to a wireless network

How do you want to add a network?

AL« Manually create a network profile
« This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and

security key (if applicable).

&  Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




5. Manually add the wireless settings for the network that you want to connect
to
a. SSID: BucsWifi
b. Security type: WPA2-Enterprise
c. Encyption type: AES
d. Security Key: NONE
6. glick on Change connection settings

&, ff Manually connect to a wireless network

Successfully added University of Chicago Secure

< Change connection settings
Open the connection properties so that I can change the settings.

Close

7.

8. Click on the Security Tab -> Settings
9. Uncheck the Validate Server Certificate
10. Uncheck Enable Fast Reconnect



4 TR
University of Chicago Secure Wireless Network Properties u

Connection | Security

Security type: WPA2-Enterprise v

Encryption type: AES -

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v|| settings

[ |Remember my credentials for this connection each
time I'm logged on

Advanced settings

ok || cancel

11.%

12. For the Authentication Method, choose EAP-MSCHAP-v2
13. Click Configure



14.

#

Protected EAP Properties

When connecting:
Validate server certificate

|:| Connect to these servers:

Trusted Root Certification Authorities:

] aaA Certificate Services

AddTrust External CA Root

] certum Ca

|| Class 3 Public Primary Certification Authority

|:| DigiCert High Assurance EV Root CA

|| Entrust.net Certification Authority (2048)

|| Entrust.net Secure Server Certification Authority

4 | 1

mf »

Do not prompt user to authorize new servers or trusted

certification authorities.

Select Authentication Method:

|5ECL.IFE|:| password (EAP-MSCHAFP v2)

- | | Configure...

Enable Fast Reconnect
[ Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLY
|| Enable Identity Privacy

QK | | Cancel

15. Uncheck Automatically use my Windows logon on name and password, if

the computer is not on the domain



- A : 1y
EAP MSCHAPV2 Properties e

When connecting:

F Automatically use my Windows logon name and
password (and domain if any).

OK | Cancel |
16.\ — J
17. Click on Advance settings

18. Select the 802.1X settings tab

19. Check Specify authentication mode

20. Choose User Authentication




21.

Advanced settings

ye credentials

- credentials for all users

I*  Perfarmimmediately before user logon
(" Perform immediately after user logon

Maximuny delay (secondsys

¥ allow: additional dialogs to be displayed during single
SIgni on:

Thisnetwork uses separate virtual LANS Formachine
and user authentication

22.Click Ok



Mac OS X

1. Click on the Wi-fi Icon located on the upper right of your screen, Select

Open Network Preferences

Location: | Automatic z
Ethernet AN —
Connected NS Status: On Turn Wi-Fi Off
Wi-Fi is turned on but is not connected to a
—_— network.
f::?g{'fc_ntvl Metwork Name: | No network selected <
Bluetooth PAN a Ask to join new networks
Not Connected Known networks will be joined automatically. If
. no known networks are available, you will have
Thund...It Bridge .~ _* ta manually select a network.
Mot Connected A
Fl— + | Show Wi-Fi status in menu bar Advanced...

2.
3. Click on the Advanced Tab

4. C(Click on the + under Perferred Networks:

Assist me...



= Wi-Fi

Wi-Fi  TCP/IP DNS WINS 802.1X Proxies

Preferred Networks:

Network Name Security
uvi WPA/WPA2 Enterprise
+ Drag networks into the order you prefer.

v Remember networks this computer has joined
Require administrator authorization to:

Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: b8:c7:5d:12:bd:bb

Hardware

Cancel

OK

5

6: Then fill out the information:

e oo o

Network Name: BucsWifi
Security: WPA2 Enterprise
Mode: Automatic
Username: UVI ID
Password: UVI Password



Add a Wi-Fi network profile.

‘A. Enter the name and security type of the profile you want to
v add.

"::\' Wi-Fi

P Network Name: ' BucsWifi

<>

Security: = WPA2 Enterprise

<>

Mode: Automatic

Username: 900059195
Password: LA AR R R R R R R R R R NN ]

| Show password

? Show Networks Cancel OK

o < S

quire aaminISIrator autnorizaton 10:
| Create computer-to-computer networks
| Change networks

| Turn Wi-Fi on or off

Wi-Fi Address: b8:c7:5d:12:bd:bb

? Cancel OK

7.

8. Click Ok



